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Attacking a Website



Permission should be obtained in writing.

Permission is required to legally attack.



● Walkthrough of attacking a Website
● Recommended Remediations
● How to learn more about application security

Preview of Coming Attractions



Assumptions of Knowledge

● Domain name system (DNS)
● Deployment and management

○ Web application (web app, app) 
○ Virtual machines (VM)

● WordPress (WP)
● Linux

○ Commands
○ File structures



Attacking a Website

Reconnaissance (Recon)

● Gathering of information to be used during the attack

Vulnerability Analysis

● Discovery of vulnerabilities

Exploitation

● Taking advantage of a vulnerability
● Software, a chunk of data, or a sequence of commands
● Unanticipated behavior (e.g., remote code execution leading to reverse shell)

Source

● https://owasp.org/www-project-web-security-testing-guide/latest/2-Introduction/REA
DME.html#Penetration-Testing

● http://www.pentest-standard.org/index.php/Main_Page



Recon

Technology Stack

● Programming language
● Frameworks
● Plugins
● Libraries
● Web servers
● Databases
● Host operating system
● Versions
● Ports



Recon

Technology Stack

Application programming interface (API) calls

Resources (e.g., http://example.tld/resource1, http://example.tld/resource2)



Browsing in Developer Mode



Browsing in Developer Mode

Inspecting

1. Network activity
2. Headers
3. Parameters



Browse: ravensecurity.com



Browse: ravensecurity.com





Unable to connect to 443



Landing Page Network Activity

● linearicons.css
○ Linear Icons
○ FOSS icon library

● font-awesome.min.css
○ Font Awesome
○ FOSS SVG, font, and CSS toolkit

● bootstrap.css
○ Bootstrap CSS
○ FOSS HTML, CSS, and JavaScript 

framework
● animate.min.css

○ Animate.css
○ FOSS library of CSS animations

● jquery-2.2.4.min.js
○ jQuery
○ FOSS JavaScript library

● owl.carousel.min.js
○ OwlCarousel
○ FOSS jQuery plugin

https://github.com/cjpatoilo/linearicons
https://github.com/FortAwesome/Font-Awesome
https://github.com/twbs/bootstrap/
https://github.com/animate-css/animate.css/
https://github.com/jquery/jquery
https://github.com/bradvin/OwlCarousel


Browsing in Developer Mode

Inspecting

1. Network activity
2. Headers
3. Parameters



Headers: Apache web server on a Debian host (Linux 
operating system)



Default Locations



Default: /index.html



Default: /robots.txt



Default: /admin && /login



View Source



Presents the HTML or XML source for the page

Keywords

Comments

Source

● https://developer.mozilla.org/en-US/docs/Tools/View_source
● https://www.w3schools.com/TAGS/tag_comment.asp
● https://www.w3schools.com/xml/

View Source



View source: http://ravensecurity.com/



What have we learned?



What have we learned?

The Landing Page: Technology Stack && Ports

● WordPress Content Management System (CMS)
● Linux Apache MySql PHP (LAMP) Stack

○ Programming language: PHP
○ Libraries: Various Free and Open Source Software (FOSS) libraries
○ Web servers: Apache 2.4.10 (?)
○ Databases: MySQL or MariaDB
○ Host operating system: Debian

● Ports
○ 80, default port for HTTP
○ 443, not available

Source

● https://en.wikipedia.org/wiki/LAMP_(software_bundle)



What vulnerabilities have we discovered?



What vulnerabilities have we discovered?

Lack of encryption

● Attackers can read the contents of traffic.
● Attacker could modify the traffic.
● Attacker could replay the requests against the server.

Precondition for attack: Requires monster in the middle (MITM)

Source

● https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_
Cheat_Sheet.html

● https://en.wikipedia.org/wiki/Man-in-the-middle_attack



/wordpress/index.php/2018/08/12/hello-world/

/wordpress/index.php/category/uncategorised/

/wordpress/wp-login.php

/wordpress



Browse: /wordpress/index.php/2018/08/12/hello-world/



Browse: /wordpress/index.php/category/uncategorised/



Browse: /wordpress/wp-login.php



Enumerate Users



Enumerating WordPress Users

● Permalink = permanent URLs to individual WordPress posts and pages
● Author Archives (i.e., author name or author ID)
● Verbose login error

Source

● https://www.1337pwn.com/hack-wordpress-website-using-wpscan-metasploit/



Username: admin

Password: admin

Verbose Login Error



Username: michael

Password: michael

NB: "This connection is not secure" refers to the 
lack of encryption on the site.

Verbose Login Error



What have we learned?



What we have learned from...

● WordPress CMS
● LAMP Stack
● Port

○ 80, default port for HTTP
○ 443, not available

● User: michael



What vulnerabilities have we discovered?



What vulnerabilities have we discovered?

1. Lack of encryption
2. Administrative interface exposed

a. Lacks account lockout (?)
b. Lacks anti automation (?)
c. Lacks multifactor authentication (?)



ravensecurity.com

Secure Shell Protocol (SSH): 22



SSH to ravensecurity.com using "michael | michael".



Attackers want shells and root privileges.
The fastest path to root is sudo.



What have we learned?



What we have learned from...

● WordPress CMS
● LAMP Stack
● Port

○ 22, SSH
○ 80, default port for HTTP
○ 443, not available

● Credentials
○ michael | michael



What vulnerabilities have we discovered?



What vulnerabilities have we discovered?

1. Lack of encryption
2. Administrative interface exposed x 2

a. WordPress Admin Interface
b. SSH

3. Broken Authentication -- weak passwords 

Source

● https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication



"Try harder." -- OSCP



https://www.gnu.org/software/coreutils/manual/coreutils.html



https://www.linux.org/docs/man5/os-release.html



$ cat /etc/apache2/apache2.conf # /var/www == web root



wp-config.php is where credentials live.





MySQL DB credentials: root | R@v3nSecurity



Login to the MySQL database as root.



List available databases.



List available tables.



Query the table wp_users to retrieve credentials.



https://imgs.xkcd.com/comics/automation.png



Crack the password with John the Ripper (< 3 min).

https://www.openwall.com/john/


Switch from user "michael | michael" to "steven | pink84"



Can python get root?



https://github.com/python/cpython/blob/51a29c42f10bd9368db9a21f2f63319be2e
30b95/Lib/pty.py#L151

Python Pseudo-terminal utilities (pty module)



What have we learned?



What we have learned from...

● WordPress CMS
● LAMP Stack
● Port

○ 22, SSH
○ 80, default port for HTTP
○ 443, not available

● Credentials
○ michael | michael
○ root | R@v3nSecurity
○ steven | pink84



What vulnerabilities have we discovered?



What vulnerabilities have we discovered?

1. Lack of encryption
2. Administrative interface exposed x 2

a. WordPress Admin Interface
b. SSH

3. Broken Authentication -- weak passwords 

Source

https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication



How do we remediate?



How do we remediate?

Lack of encryption

● Add TLS 1.3 for mostly free and automatically up to date with Let's Encrypt

Administrative interface exposed x 2: Option 1 or 2

1. Remove public access and rotate passwords.
2. Rotate passwords and implement anti-automation solutions (e.g., CAPTCHA 

and account lock out) and multi-factor authentication (MFA).
3. For SSH, consider keys instead of passwords.

Broken Authentication

● Implement a strong password policy
○ Password history
○ >=8 Password length > Complexity

● Decrease the verbosity of error messages.
● See the OWASP Password Storage Cheat sheet for more details. 

https://datatracker.ietf.org/doc/html/rfc8446
https://letsencrypt.org/
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html


Skills Demonstrated (Assumptions of Knowledge)

Domain name system (DNS)

● Host file configurations

Deployment and management

● Web application (web app, app)
○ Ports
○ Services

● Virtual machines (VM)
○ NAT network

WordPress (WP)

● How to enumerate users

Linux

● Knowing where to look for information (e.g., configs, default files, etc.)
● Commands for reconn and exploitation (e.g., ls -ahl, cd, &&, etc.)



How realistic is this?

● 40% of websites run WordPress on a LAMP stack
● 100% real -- Most web servers 22, 80, and 443
● Broken Authentication is still on the Open Web Application Security Project (OWASP) Top 10

○ CoVID-19
■ 8 Characters
■ Caps and lower case
■ Numbers
■ Contains special characters

○ Red Flag: Vender states "For admins Increasing password length from 6 to 12 is a huge lift."



ZOLL Defibrillator Dashboard™

"offers at-a-glance state of readiness checks for an entire fleet of defibrillators"

1. Allows a non-administrative user to upload a malicious file (e.g., remote code 
execution)

2. Hard-coded cryptographic key
3. Clear text storage of sensitive information
4. Cross-site scripting
5. Storing passwords in a recoverable format
6. Insecure filesystem permissions that could allow a lower privilege user to 

escalate privileges to an administrative level user

Source

● https://us-cert.cisa.gov/ics/advisories/icsma-21-161-01
● https://www.zoll.com/products/data/hospital/defibrillator-dashboard-r-series



How do I protect myself?



How do I protect myself?

● Do not reuse passwords for sites.
● Implement long passwords (>= 12 characters).
● Implement multi-factor authentication.
● Use a password manager.



To learn more about application security...



Lab Setup

Category Requirements, Conventions or Software

Systems

1. Windows 10 host
2. Pop!_OS VM
3. Kali Linux VM
4. VulnHub "Raven: 1" VM

Software VMware Workstation Play (free)

Other Privileged access to host

Conventions $ - Linux commands executed as a regular non-privileged user
# - Linux commands executed with root privileges or via sudo

https://pop.system76.com/
https://www.kali.org/downloads/
https://www.vulnhub.com/entry/raven-1,256/
https://www.vmware.com/products/workstation-player.html


To learn more about Application Security (AppSec)...

Lab Setup

● How to install vmware guest-tools in Kali
● How to modify hosts file on linux
● https://www.vulnhub.com/lab/network/
● VulnHub: Raven 1

Application Security (AppSec)

● https://owasp.org/
● https://wpscan.com/wordpress-security-scanner
● http://www.pentest-standard.org/index.php/Main_Page

Other Real World Examples

● https://arstechnica.com/gadgets/2021/06/mass-data-wipe-in-my-book-devices-prom
pts-warning-from-western-digital/

● https://arstechnica.com/gadgets/2021/06/hackers-exploited-0-day-not-2018-bug-to-
mass-wipe-my-book-live-devices/

https://www.kali.org/docs/virtualization/install-vmware-guest-tools/
https://www.makeuseof.com/tag/modify-manage-hosts-file-linux/
https://www.vulnhub.com/lab/network/
https://www.vulnhub.com/entry/raven-1,256/
https://owasp.org/
https://wpscan.com/wordpress-security-scanner
http://www.pentest-standard.org/index.php/Main_Page
https://arstechnica.com/gadgets/2021/06/mass-data-wipe-in-my-book-devices-prompts-warning-from-western-digital/
https://arstechnica.com/gadgets/2021/06/mass-data-wipe-in-my-book-devices-prompts-warning-from-western-digital/
https://arstechnica.com/gadgets/2021/06/hackers-exploited-0-day-not-2018-bug-to-mass-wipe-my-book-live-devices/
https://arstechnica.com/gadgets/2021/06/hackers-exploited-0-day-not-2018-bug-to-mass-wipe-my-book-live-devices/


Go raibh maith agaibh go léir.
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